
Check Before Checkout: 
Simple Ways to 
Spot Counterfeit  
Cosmetics

Cosmetics and personal care products are one 
of the most widespread counterfeit product 
categories and are frequently seized by law 
enforcement agencies.1 How do you know if that 
fragrance, toothpaste, shampoo or makeup in 
your online shopping cart is real or fake?

Checking products for their authenticity is critical to consumer safety. Yet 59% of consumers do not feel well-
informed on how to identify counterfeit products.2 

Counterfeit cosmetics are illegal, phony imitations of cosmetic products that may contain harmful, unregulated 
or unlisted ingredients that endanger consumers’ health. When shopping online, it is important to recognize 
fake products prior to purchasing them. 

•	 Buy from a reputable seller: Check brand websites, sellers’ locations and “sold by” information. 

•	 Read the reviews: Look for comments on concerns of fake products or overly generic and/or positive 
language. 

•	 Compare pricing: If the price seems too good to be true, it usually is.

WHAT YOU SHOULD KNOW 

Multiple government entities3 are focused on keeping you safe from counterfeit products. Despite these efforts, 
it is nearly impossible to stop the sale of all counterfeit goods, and finding and preventing the sale of counterfeit 
goods online is even more challenging. Consumers must stay vigilant to protect themselves from counterfeit 
products that end up in the marketplace. 

CONSUMER PROTECTION EFFORTS

You can report suspected counterfeit goods to U.S. Customs and Border 
Protection through their electronic e-Allegations program portal.

REPORT COUNTERFEIT PRODUCTS 

•	 National Crime Prevention Council: Go For Real Campaign
•	 National Intellectual Property Rights Coordination Center: IPR Center Holiday Shopping: 

Counterfeit Makeup and Cosmetics and Operation Body Armor  
•	 U.S. Customs and Border Protection: The Truth Behind Counterfeits 

ADDITIONAL RESOURCES 

1 https://www.oecd.org/en/about/news/press-releases/2025/05/global-trade-in-fake-goods-reached-USD-467-billion-posing-risks-to-consumer-safety-and-compromising-intellectu-
al-property.html
2 https://www.ppai.org/media-hub/survey-highlights-consumers-concerns-on-counterfeits/
3 U.S. Department of Justice, U.S. Department of Homeland Security, U.S. Food and Drug Administration, U.S. Patent and Trademark Office 

https://www.cbp.gov/trade/e-allegations
https://www.ncpc.org/goforreal/
https://www.iprcenter.gov/video/ipr-center-holiday-shopping-counterfeit-makeup-and-cosmetics
https://www.iprcenter.gov/video/ipr-center-holiday-shopping-counterfeit-makeup-and-cosmetics
https://www.iprcenter.gov/file-repository/ipu-operation-plastic-beauty.pdf
https://www.cbp.gov/trade/fakegoodsrealdangers
https://www.personalcarecouncil.org/wp-content/uploads/2024/06/PCPC_EcoReport-2024_Full_Digital_single.pdf
https://www.oecd.org/en/about/news/press-releases/2025/05/global-trade-in-fake-goods-reached-USD-467-billion-posing-risks-to-consumer-safety-and-compromising-intellectual-property.html 
https://www.oecd.org/en/about/news/press-releases/2025/05/global-trade-in-fake-goods-reached-USD-467-billion-posing-risks-to-consumer-safety-and-compromising-intellectual-property.html 
https://www.ppai.org/media-hub/survey-highlights-consumers-concerns-on-counterfeits/ 

